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Introduction
The following report is to respond to the United Nations Office for Disarmament Affairs Note Verbale (ODA/02-2008/SALW-BMS) and represents United States efforts in stemming the illicit trafficking of small arms and light weapons (SA/LW).  While the United States submits a yearly comprehensive report on its activities to implement the United Nations Program of Action to Prevent, Combat and Eradicate the Illicit Trade in Small Arms and Light Weapons in All Its Aspects (UN POA) in the form of the attached matrix, we wish to convey the United States’ thoughts on some topics raised by the United Nations and which will potentially be addressed in the upcoming Third Biennial Meeting of States (BMS3).  Part I of this report will address U.S. implementation under the International Instrument to Enable States to Identify and Trace, in a Timely and Reliable Manner, Illicit Small Arms and Light Weapons (International Tracing Instrument, or ITI).  Part II will address the recommendations of the Group of Governmental Experts (GGE) to Consider Further Steps to Enhance International Cooperation in Preventing, Combating and Eradicating the Illicit Brokering in Small Arms and Light Weapons (hereafter GGE on SA/LW Brokering).  Finally, Part III lays out U.S. views on the gaps in implementation of the UN POA and elaborates on the U.S. efforts to implement the UN POA. 
PART I: Implementation of the International Tracing Instrument (ITI)
Laws and Regulations
The United States views the marking of weapons as a critical element in combating the illicit trafficking of SA/LW.  This includes marking at the point of manufacture as well as at the point of importation.  In that vein, the United States has taken a close look at its commitments to implement the ITI and made any necessary adjustments to be in full compliance with its provisions.  
The U.S. requires all licensed importers and manufacturers to mark each firearm manufactured or imported into the United States with the appropriate and necessary information required to trace the weapon, including a unique serial number, the name and location of the manufacturer and importer, the model of the weapon, and the caliber or gauge of the weapon.   The marking must be permanent, legible and conspicuous..  The Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF) of the Department of Justice, in its role as regulator of the firearms industry, sets forth the specific requirements regarding markings and employs these markings to conduct firearms traces.  On average, ATF conducts approximately 300,000 firearms traces per year, with approximately 40,000 of these traces conducted on behalf of foreign law enforcement agencies. 

Manufacturers are required by law to ensure that all markings are made to a specific standard height and depth so as to be resistant to alteration, obliteration or sanitization.  ATF cooperates with the firearms industry to update and expand these measures as appropriate, in accordance with the ITI and as new technology and methods are available.  Many manufacturers have voluntarily established additional markings on the weapons, not readily apparent, that resist tampering and eradication.
Consistent with the ITI, and to ensure accurate and comprehensive record keeping, U.S. licensing records of firearms transfers must now be kept for at least 20 years.  Although the ITI requires manufacturing records to be maintained for not less than 30 years, U.S. law further requires that these records be kept indefinitely.  In cases where a manufacturing company goes out of business, the records must be turned over to ATF.  Under the law, records must be made available to inspection at any time in the course of a criminal investigation and licensees are also subject to annual compliance inspections.  Civil penalties for non-compliance include license revocation and criminal penalties, including fines of up to $250,000 and imprisonment.   
To aid law enforcement in criminal investigations, some dealers have begun maintaining records, both in hard copy and digital form, which permits easier and more efficient responses for firearms records.  Through a formal application process, the U.S. now grants variances to licensees who can demonstrate more effective, alternative mechanisms for record keeping.  Allowing for electronic record keeping in addition to the required paper record keeping is an example of such a variance.  The electronic record keeping programs can be more accurate because, unlike written records, the programs do not allow the user to continue forward or submit records if there is any typing or process errors.  This flexibility in the regulations creates increasingly more secure, progressive, and accurate record keeping.        

The Department of Defense (DoD) maintains a central register of SA/LW administered by the U.S. Army Logistical Support Activity (LOGSA), which is responsible for the serialization and accountability of all DoD SA/LW.  All small arms are individually registered by serial number in the DoD Central Registry.  Components of the U.S. armed forces maintain individual registries and provide reports on holdings to the DoD Central Registry.  Small arms with missing, obliterated, mutilated, or illegible serial numbers are assigned a serial number for registry purposes.

The marking requirements for police and security forces are equivalent to those for commercial markets—all weapons must be marked with sufficient identifying information (make, model, serial number, etc.) to permit tracing.
International Assistance and Coordination on the ITI
The United States recognizes the importance of cooperation and assistance on marking and tracing of SA/LW.  From December 2007 through May 2008, the United States made presentations in four Marking & Tracing workshops sponsored by the UNODA that were held in Nairobi, Kenya; Lome, Togo; Seoul, Republic of Korea; and Rio de Janeiro, Brazil.  Information on current U.S. procedures for marking, tracing, and record keeping was made available.  The U.S. also provided offers of future technical assistance in the area of marking and tracing.  In particular, the U.S. provided information on the web-based tracing system known as eTrace which permits real-time tracing and analysis on recovered weapons.  ATF’s special agent serving in INTERPOL also provided an interactive mock trace demonstration in conjunction with the efforts by that organization to enhance tracing mechanisms.    

In 2006-2007, the United States awarded nearly $400,000 in grants to the Regional Center on Small Arms and Light Weapons (RECSA) based in Nairobi, with additional funds of nearly $300,000 designated for 2008 for an array of SA/LW activities, firearm and ammunition destruction and in order to purchase arms marking machines and record keeping computers, and provide associated training for each one of the RECSA Member States.  On July 3, RECSA officially distributed the electronic arms marking machines and demonstrated how to use the machines for the Member States.  
In addition, the United States has been active in expanding the use of electronic tracing in the Western Hemisphere.  ATF has begun a rollout of the eTrace system, a web-based system for submitting and receiving electronic traces of firearms confiscated or seized by law enforcement.  The system was provided to all nine U.S. Consulates in Mexico from November 2007-March 2008 and more training and deployments are planned for 2008, including to several local law enforcement offices in the Caribbean.  As of the release of this report, more than 1,620 law enforcement agencies and 9,300 authorized users employ eTrace, including law enforcement agencies in Australia, the Bahamas, Canada, Dominican Republic, Germany, Jamaica, Japan, and the United Kingdom.        

Challenges and Gaps in Implementation

It is the United States’ view that too few states are currently actively implementing the crucial components of the ITI.  A very small number of States currently require all imported arms to be marked or obligate manufacturers to mark SA/LW at the time of production. Without a comprehensive record-keeping system, it will be a challenge to cooperate in international tracing requests.  It is increasingly important for states to maintain detailed records on official SA/LW holdings, transactions, surpluses, and transfers to aid in tracing as well as to know the type, location and number of weapons each State has in its possession. 

PART II:  Implementation of Recommendations from the UN GGE on Brokering 
Laws and Regulations
The United States assigns great importance to a comprehensive export control system that includes brokering regulations backed by strict enforcement provisions.  Illicit brokering has been identified as one of the key elements in the illicit trafficking of SA/LW and in the violation of arms embargoes.  The U.S. export control laws, to include brokering provisions, are internationally recognized as the most robust and effective in the world.  The United States monitors arms transfers, requires prior approvals of retransfers and re-exports, investigates civil and criminal violations, and assesses fines and penalties accordingly. 

The U.S. Arms Export Control Act (AECA) has both foreign policy and national security objectives and restraints regarding the decisions and authority to import and export defense articles and defense services.  Decisions take into account whether the export of an article would contribute to an arms race, aid in the development of weapons of mass destruction, support international terrorism, increase the possibility of outbreak or escalation of conflict, or prejudice the development of bilateral or multilateral arms control, nonproliferation agreements, or other arrangements.  The statutory framework of the law includes requirements for registration, licensing, reporting, and civil and criminal penalties and fines for violations.  The law, as it pertains to brokering, governs every person who engages in the business of brokering with respect to the manufacture, export, import, or transfer of any U.S. defense articles or defense services designated in implementing regulations.  The law requires that every person engaged in brokering must register, obtain licenses, and abide by other requirements set forth in the import and export provisions.  Through this process, the United States screens all parties to potential transactions to identify ineligible parties.  
International Assistance and Participation
The Department of State, Bureau of International Security and Nonproliferation (ISN), is providing assistance to strengthen or establish export control systems to 55 countries around the globe under the Export Control and Related Border Security (EXBS) program.  This assistance is designed to enhance the ability of recipient countries to control the import, export, re-export, transit, and trans-shipment of items of proliferation concern, to include SA/LW.  EXBS-funded strategic trade control training addresses arms brokering activities and related laws, regulations, and enforcement tools.  EXBS also offers a munitions brokering controls course and has plans to deliver this assistance in 2008 to several countries, including Bosnia-Herzegovina, Montenegro, and Serbia.  This training promotes the adoption and implementation of effective brokering controls by addressing broker registration, licensing, and reporting requirements; extraterritorial jurisdiction issues; and compliance mechanisms and red flags pointing to potential violators. 
Challenges and Gaps in Implementation

The U.S. was an active participant during the GGE and stressed that it was critical that States, at a minimum, establish in their national laws and regulations (or through their own statutory system based on other legal means) a robust system for controlling SA/LW brokering activities by individuals or entities that are under their jurisdiction, regardless of their location.  During GGE discussions it  was noted that only 37 countries, the U.S. included, have specific controls over brokering activities in place and only 25 countries require the identification (whether through registration or other means prior to engagement in brokering activities) of all brokers.  In the UNIDIR July draft report, “Implementing the United Nations Program of Action on Small Arms and Light Weapons Analysis of the National Reports Submitted by States from 2002 to 2008,” analysis on States’ national reports demonstrated that from 2002 to 2008, 96 states (or 66% of the Member States) submitted information on national brokering laws and regulations and 18 of those States declared that they have no specific controls over arms brokering activities in place.  If the international community collectively seeks to reduce the illicit trade of SA/LW and violations of arms embargoes, States collectively need to establish or strengthen their export control laws and regulations and include strict brokering provisions.  It is not acceptable that States continue to harbor and assist illicit brokers to the detriment of States that are seeking to escape the cycle of violence. 
PART III:  Gaps in Implementation of the UN Program of Action 
For a comprehensive presentation of the United States’ implementation of the United Nations Program of Action, please see the matrix attached to this report.  

Overview

The United States strongly supports the 2001 UN POA.  U.S. commitment to reducing the illicit SA/LW trade is manifested through arms export control structures, law enforcement efforts, and in significant cooperation and assistance programs.  According to the United States’ analysis, the United States is one of less than a dozen countries that have implemented all aspects of the UN POA.  The U.S. applies strict controls on weapons transfers — both import and export — as well as a robust end-user monitoring and certification system.  The U.S also has strong controls over brokers; maintains effective stockpile management of weapons under state control; and properly disposes of government-declared surplus and illicit weapons.
While some progress has been made in some regions, alarmingly few countries are implementing the major UN POA components and thus not doing their part in stemming the illicit SA/LW trade.  By the United States’ analysis*, just 15 countries have laws and procedures regarding SA/LW production, export, import, brokering, illicit possession, illicit trade, and illicit manufacturing.  Only 64 countries have procedures and systems in place for stockpile management and security as well as regular reviews of their stockpiles.

Since 2001, only ten countries have reviewed existing laws governing SA/LW production, export, import, and brokering as well as reviewed laws on criminalization of illicit possession, trade, and manufacturing.  The scope of the countries’ laws and processes controlling the export of SA/LW range drastically.  Of the 111 countries that have any procedures in place, 41 countries conducted an assessment of the risk of diversion of the weapons into illicit circulation and only 58 countries require an authenticated end-user certificate before permitting export.  Despite the continual changes in global trends of SA/LW, 174 countries have not reprioritized or reexamined their laws and procedures.  
The U.S. has continuously held up its own implementation practices as an example for others to follow and have offered assistance to do so.  We look forward to reviewing the 2008 reports from countries to analyze any progress made.
*All analysis on States’ implementation and practices is based on the data for the 184 countries assessed in IANSA 2006 Biting the Bullet review and from the National Reports submitted to the UNODA in 2007.  

Cooperation and Assistance 

In addition to its laws, the United States focuses on practical programs and processes to help other countries by enhancing legal capacities and enforcement, controlling proliferation, providing training on export controls, discouraging irresponsible exports, and strengthening sanctions against embargo violators.  The United States provides financial and technical assistance to countries in destroying excess and obsolete military-style weapons that are subject to theft, loss, or pilferage.  Since 2001, the Department of State has provided over $67 million (through fiscal year 2007) in assistance to 41 states and has helped destroy over 1 million SA/LW, over 90 million rounds of ammunition, and over 26,000 Man-Portable Air Defense Systems.  
While States are ultimately responsible for stopping illicit SA/LW trade within their borders, donor assistance can be paramount in assuring that the countries lacking the financial and/or technical resources to prevent illicit trade on their own receive the support they need to implement the necessary procedures.  Increased technical and financial assistance also strengthens regional organizations, which in turn can support member States’ efforts to combat illicit SA/LW trafficking.  As of 2006, only 26 countries, including the United States, provided donor assistance to SA/LW destruction projects, according to the United States’ analysis. In addition, a 2007 UNIDIR study on assistance showed a prodigious amount of money going to conferences and workshops as opposed to SA/LW destruction, personnel training, and security upgrade projects that directly impact illicit SA/LW trafficking.  
Assistance can only be given when requested, and it is important that those States in need of assistance to implement proper procedures and programs request the necessary resources so the donors know where to direct their assistance and can tailor that assistance to the specific needs of the requesting State.  No cookie-cutter approach exists, and each States’ requirements need to be examined on their own merit.  In order to encourage more assistance requests and find appropriate donors, the U.S. contributed to the development of a UNIDIR database, which has the goal of matching the requesting states’ needs with the donor states’ funds, capacity and requirements.
International cooperation and coordination are paramount in the development of accepted best practices and guidelines and for information sharing.  States can strengthen and improve their implementation of the UN POA by examining the programs, policies, and laws of other States and requesting assistance where needed.  According to UNIDIR’s July draft report analyzing national reports, 47 states have never reported on their implementation of the UN POA.  To establish and strengthen cooperation, States should submit reports, per Paragraph II.33 of the UN POA, and respond to all the elements in the reporting template provided. 
Commitment  

The U.S. agreed upon and participated in one review conference and two biennial meetings of states (BMS) as agreed in the UN POA.  More practical assistance, not more meetings, is what is needed to reduce illicit trafficking.  Thus, the U.S. will remain focused on implementation and will continue to render practical assistance, as it has since 2001, while welcoming continued communication with States with the objective of implementing the UN POA.  The U.S. expects that the 2008 BMS will have a practical focus and that it will not support the creation of additional mandates and meetings regarding SA/LW, especially as long as practical implementation of the existing UN POA that directly impacts the illicit SA/LW trade falls short.  Ideally, the meeting’s outcomes will spur States to take a critical look at, and increase their efforts in, UN POA implementation and assistance.
To increase implementation efforts, States must evaluate, update, and review their current SA/LW laws and practices.  Further, States should strengthen physical security and stockpile management (PSSM) through assessments, upgrades, and outreach; States should destroy surplus and obsolete SA/LW, or request program assistance for such destruction if their resources are insufficient; and States should increase requirements and procedures to ensure all SA/LW are marked at the time of manufacture and import. Strengthened export and border controls and increased control over brokering activities are other necessities for a robust and successful implementation of the POA.  

